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Abstract

Work has been undertaken in the research of
swarm robotics and potential applications. This has
included several specific models and simulations,
with the majority of the work assuming a benign
operational environment for the swarm. This paper
proposes a generic model to represent a swarm and
then adapts the generic model to consider malicious
elements within the swarm.

Introduction

This paper proposes a model that enables the
representation of both a swarm and malicious
intruders within the swarm.

There has been a significant amount of research
undertaken in to the proposed uses [1-3] and physical
implementations of swarm robotics [4-8], along with
the associated modelling [9-17] and simulation
techniques [18-22]. However, to date, none of the
models or simulations appears to have considered
security implications for a swarm. That is, due to the
relative infancy of swarm robotics the proposed uses.
Models and simulations assume trust of the
interacting swarm elements as a pre-requisite
condition and the current physical implementations
have been implemented in relatively benign
conditions. Our concern, however, is with swarms
that might operate in hostile environments.

This paper proposes a generic model for a
swarm and introduces the concepts of both the
modelling of failed swarm elements and the
modelling of a malicious intruder within the swarm.
This paper will highlight the differences between a
between a failed element and a malicious intruder
and allow a greater understanding of the concepts and
representation within a model.

To assist in the understanding of the proposed
model and place the model in context, an overview is
provided on the concept of swarms and the concept
of security within a swarm, focusing on an intruder
within a swarm.
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In order to understand the research question, it is
important to have an understanding of a swarm. The
research question can then be introduced within
context.

Introduction To A Swarm

In order to understand the proposal, it is
necessary to introduce and define what we mean by a
swarm, in the context of this paper.

Swarm robotic research is looking at multi-robot
systems and is currently taking the majority of its
inspiration from nature [23]. The philosophy behind a
robotic swarm is that a large number of relatively
basic robots will work in conjunction with each other
to complete a predetermined goal. It is generally
agreed that a swarm has the following characteristics
[24-34]:

e Autonomy

e Decentralised control

e [arge number of members

o Collective emergent behaviour
e Local sensing

e Local communications

e Resilience to failures within the swarm

Indeed, [27] describes a swarm robotics as: “...
the study of how large numbers of relatively simple
physically embodied agents can be designed such that
a desired collective behaviour emerges from the local
interaction among agents and between agents and the
environment.”

Swarm robotics is generally within the research
environment and actual applications for the use of
swarm robotics are often theoretical. However, it is
the proposed uses of swarms and the potential
benefits that swarm robotics could deliver which is
driving the majority of the research.
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There are proposed applications of swarm
robotics in both civilian and military applications.

Typical civilian applications include [2,3,35,36]:
e Maintenance tasks
e Communications provision

e Emergency Response:
— Ad-hoc communications

— Search and Rescue
— Contaminant tracking

— Initial and continuous disaster

information

scene

e Use in space flights and exploration

e Medical procedures

Typical military applications include [37-40]:
e Military communications

e Underwater mine clearance

e Landmine detection

e Situational Awareness

Introduction To The Problem

A swarm is an autonomous body operating, in
many cases, beyond the control and visibility of the
authority that launched it. However, it is not
inconceivable that swarms may operate in hostile
environments where an attacker may detect the
swarm and attempt to manipulate its behaviour. The
motivation of an attacker will vary, based on the
objective of the swarm and the approach and mind-
set of an attacker. To place this into context, an
airborne swarm has the objective of communications
provision to ground forces, the attacker will want to
disrupt the communications and therefore attempts to
alter the behaviour of the swarm. Within the
commercial environment, swarms might be used in
mineral or oil exploration, a competitor might wish to
either observe the swarm in order to gain information
or reduce the swarm’s efficiency to gain a
competitive advantage. There is also an attacker
group that will attempt to affect the swarm just
simply for the challenge to prove it can be done, this
is analogous to the defacement of websites.

The overarching problem is therefore to
determine whether the expected behaviour of a
swarm can be altered by an attacker, and if it can,
then to what extent?

We suggest that there are several processes that
could alter the behaviour of the swarm. Such as:

1. A swarm element fails — a non-malicious
event

2. A rouge swarm element attacks the
original swarm — a malicious event

3. Unexpected environmental events — could
be both a non-malicious or a malicious
action

Our intention is to develop a model that can be
used to formally express this problem.

In order to develop a model we considered
existing descriptions of swarms. Within the literature,
many types of swarm schemes are described. Most of
these can be categorised as belonging to one of three
general types of model: models based on gas particles
[41], models based on Newtonian physics [42] and
models based on simple algorithms [43]. The aim of
this paper is to propose an abstract generic model that
can be applied to all these types of swarms. However,
our main objective is to consider the inclusion of
failed swarm elements and malicious elements.

Failed Element

As with any mechanical system, it might
eventual succumb to failures.

To put this into the context in the natural world,
if an ant dies, the remaining ants within a colony will
continue to function as normal. Indeed, certain basic
actions of the colony might temporarily change to
removing the deceased ant, in order to preserve the
health of the remaining colony inhabitants [23], and
then return to the original undertaking.

Based on the implementation and goal of a
swarm, the actions of the swarm would differ if
failure occurs. That is, there could be significant
differences in the swarm’s behaviour depending on
whether or not a swarm element was able to monitor
and reports its own health. For example, if a swarm
element suspected that it was failing, it could simply
remove itself from the swarm, such as by stopping
communications with other swarm elements, or
increase separation distances to avoid collisions. The
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actions of the remaining swarm elements would then
continue as normal. There are proposals that would
enable swarm elements to monitor their health and
interact with other entities [36] where there is
research being conducted in secondary swarms
attempting to repair failed primary swarm elements.

The Malicious Intruder

It is proposed that the purpose of a malicious
intruder within a swarm has the goal of either
preventing the swarm from completing its original
undertaking or has the goal of reducing the efficiency
of the original swarm. This could be by slowing the
original swarm in its undertaking or altering any
emergent swarm behaviour. We are concerned with
the malicious intruder in the swarm and will
concentrate upon this. To place the malicious intruder
into context, if a swarm was being deployed to search
for and identify landmines the consequence of a
delay would be different, depending upon the
scenario. If the swarm were being utilised post
conflict to assist in the removal of landmines for
humanitarian reasons, the delay of a swarm could be
observed and the main impact would be a delay in
landmine clearance. If the swarm was released in
front of advancing troops and the troops caught up
with or overtook the swarm, the troops would be
entering a minefield without any knowledge of the
location of the landmines. The impact would be
different in each circumstance, in that the impact
would be either a time delay, during landmine
clearance, as opposed to no protection to advancing
troops.

The goal of the malicious intruder would be
dependent upon the goal of the original swarm and
therefore the proposed model for the malicious
intruder is a generic model.

This does present the question that, from a
swarm's perspective, what is the difference between a
malicious intruder and a failed element, effectively
acting as non-malicious intruder? This has been
identified within the proposed models.

Unexpected Environmental Effects

By the very nature of the swarm, the swarm will
interact with the environment. In fact, the use of
stigmergy has been proposed as a communications
method for certain swarm implementations [35].

An environmental effect could be as simple as a
physical barrier either slowing down or preventing a
ground moving swarm from moving in a desired
direction, such as a ditch or a wall, or unexpected
gusting winds blowing an airborne swarm off course.
There could also be the effect of damage being
caused to swarm elements, such as falling debris
within disaster recovery, where the swarm elements
communications still function but the ability to move
has been prevented.

Therefore, the environment could have either
significant or unexpected effects on a swarms
behaviour or efficiency and could be either non-
malicious or malicious in intent.

Overview Of Security Considerations

There are several considerations with regards
security. As described in [44] the main aspects of
security regarding a swarm are: Confidentiality,
Integrity, Availability and Access Control.

Confidentiality

The requirement to protect information from
authorised disclosure. Examples of this within a
swarm this could be communications within a swarm
or communications from the swarm. That is, an
airborne swarm might have the task of locating an
object, say a person. The communications to and
within the swarm, prior to its release, would contain
the location to search, which the swarm's controlling
authority might wish to keep protected, and similarly
if the swarm achieves its goal and finds the person,
then the controlling authority might not wish this to
be apparent to an external observer. There might also
the potential requirement to protect information
contained within a swarm element. That is, if a
swarm element is captured, could an adversary obtain
information from within the swarm element?

Integrity

The requirement to prevent data from being
altered in an unauthorised or unintended way. An
example of this within a swarm would be the
communications between swarm elements and
ensuring that the communications had not been
altered so as to alter the behaviour of the swarm, such
as making a swarm alter course.
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Availability

The requirement for a system or data to be
accessible and usable upon demand by an authorised
entity. The term Denial of Service is often used to
describe a loss of availability.  Again,
communications between swarm elements provides a
good example of how availability can be affected
between elements within a swarm. If an adversary
were to interfere with the communications, such as
by jamming, it might be possible to prevent the
swarm from functioning, effectively a denial of
service to the swarm, or the attacker might be able to
prevent the swarm from passing information back to
a controlling authority. That is, say the swarm was
looking for an enemy soldier, and it finds one but the
enemy manages to prevent the swarm from
communicating this information, then the availability
of this information has been prevented. Essentially
the swarm is functioning but it cannot communicate
to an external entity.

Access Control

The requirement to allow only authorised access
to a system. This will generally comprise of a form of
Identification and  Authentication to permit
authorisation to a system and may include various
levels of access, based on the provided details. This
could be difficult to implement within a swarm, due
to the homogeneous nature of a swarm. However, a
form of group identification might be used to prevent
members from other swarms from joining or
affecting the original swarm.

Modelling the Swarm

The following generic models have been
proposed, in order to model the various instances of
swarms and swarm elements.

Initial Swarm Definition

The initial swarm is defined as a large number of
entities that have attributes and will exhibit actions
based on interactions with other swarm entities and
the environment [27].

The swarm is defined as a set of entities S, such
that:
S ={sg,S1, ., Sy}

where n 1s the number of entities within the swarm
and each swarm entity,s,, has the same specific
attributes.

It should be noted that the attributes of a swarm
entity, S,, are not necessarily the same attributes as
the overall swarm itself, S. This model also allows
for consideration of similar properties, which could
be confused. A typical example of this could be a
time goal. That is, one of the swarm's goals could be
to arrive at a location by a particular time. However,
the swarm elements might have the goal to arrive at a
location in the most efficient manner that can be
perceived by the swarm elements, as deduced by the
“swarm's intelligence” [23,37,38,45-49]. However,
the swarm, S, might not be able to arrive at the
location by the required time, such as due to
environmental effects, but will arrive there
eventually. Therefore, both the swarm goal and the
swarm elements goal are related to time, but have
different contexts.

The attributes will be specific to the design of
the swarm and will contain information that allows
the swarm to operate. Typical examples of attributes
could be:

e [ocation
e Velocity

e Time

The swarm itself may have certain attributes that
relate to the goal of the swarm and therefore this
paper assumes that a goal of a swarm can be an
attribute of a swarm.

It is also worth noting that different swarms may
interpret the attributes based on the particular design.
That is, a location attribute might be a latitude and
longitude measurement, or it might be distances
relative to an arbitrary point or datum. Similarly, time
could be based on the Universal Time Constant
(UTC) or seconds elapsed since the swarm was
released.

The attributes for the overall swarm S are
defined by a tuple:

(say,saq, ..., sa;)

where sa is an attribute of a swarm and z is the
number of attributes specific to the swarm.

The attributes for a swarm element, s, , are
defined by the tuple:

(ag,aq, ..., ay)
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where a is an attribute of a swarm entity and y is the
number of attributes specific to the swarm entity.

Modelling a Failed Swarm Entity

It is entirely possible that swarm entities can fail,
this can be due to such things as either mechanical
failure or an external influence damaging a swarm
entity.

There is a general understanding within the
literature [24,50] that as a swarm is large enough,
such perturbations can be ignored. In fact, an inherent
redundancy and resilience within a swarm is often
stated as one of the major beneficial factors regarding
the use of a swarm.

Essentially, there is an argument that, due to the
size of a swarm, a failed entity will have a negligible
effect upon the remaining swarm members. This
argument might be further enhanced by the fact that a
swarm member has a limited range of observation,
interaction and influence.

It is proposed that failed swarm entities form a
subset, SF, of the original swarm, S, such that :

SF = {sfy,sf1, -, Sfr} €S

where h is the number of failed entities within the
original swarm, this can be seen in Figure 1.

Figure 1. Initial and Failed Swarm Elements

In other words, since sf, is a failed entity from
the swarm S, it will have the same attributes as S,
although they might have been affected in some way.

That is:
<a0, Ay vy ay> - <b0, bl’ ey by)

where a is the attribute of a normal/healthy swarm
entity and b is attribute of a failed swarm entity.

Although there are the same attributes for each
swarm, the values might have been altered such that

they are no longer characteristic of the original
swarm in a normal mode of operation.

For instance, the swarm might have been
heading in a certain direction at a predefined velocity.
A failed entity might still have an attribute that
accurately represents its location. However, its
velocity attribute might be set to zero, based on a
failure mode that prevents the entity from moving.
Although this is a valid state, i.e. its velocity is zero;
this might not be a normal state, based on the current
emergent behaviour of the unaffected entities within
the original swarm.

Modelling a Malicious Swarm

We define a malicious swarm as a number of
elements that will attempt to effect the behaviour, or
performance, of the original swarm.

Although the malicious swarm will have a goal,
it does not necessarily have to be the same as the
original swarm. That is, the original swarm might
have the goal of clearing a minefield and the
malicious swarm will have the goal of attempting to
prevent this from happening, or the original swarm
might have a goal to travel to a specific location and
the malicious swarm might either prevent this from
happening or slow the original swarm down, in order
to effect the efficiency of the original swarm.

The malicious swarm is defined as a set of
entities S’, such that:

'S'm}

where m is the number of malicious entities within
the malicious swarm.

! 4 !
S = {S 0rS 17 =

In a similar fashion to the original swarm, the
malicious swarm has a number of attributes. The
attributes for a malicious swarm entity, s',, are
defined by the tuple:

(COJ STRRY C])

where c is an attribute of the malicious swarm entity
and j is the number of attributes specific to the
malicious swarm entity. Moreover, S’ will have a
different set of attributes:

(cag,ca, ..., cay,)

where ca 1s an attribute of the malicious swarm and
w is the number of attributes specific to the malicious
swarm.
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The quantity of the attributes of a malicious
swarm entity can be either less than, equal to, or
greater than the original swarm, which will be
dependent upon the malicious swarm’s design. Both
swarms could have the same attributes but set to
different values. For example, both the original
swarm and the malicious swarm could have a
maximum velocity limit. However, the malicious
swarm might have a greater velocity limit, in order to
be able to catch and affect the swarm.

It is also possible for an attacker to capture and
modify an original swarm entity, in which case the
attributes of the original swarm and the malicious
swarm would be the same, although the original
swarm attribute values may have been modified to
allow the malicious swarm to undertake an attack. An
example of an attribute that could be modified might
include time allowed on task, where the original
swarm might have a predefined time on task, in order
to allow it to return to a location before its energy is
depleted. The malicious swarm might ignore this
attribute and just keep working until it fails, in order
to attempt to affect the original swarm. If the
modified swarm element were able to influence the
time on task permitted for an original, unmodified
swarm element, then this would be an example of a
denial of service attack on availability, as discussed
in Overview Of Security Considerations section
regarding Availability.

Modelling Swarm Interaction

The assumption is that all the swarm types, S,
SF and S’, will share common attributes, such as
location and velocity.

To assist with understanding, the common
attributes between an original swarm, S', and a
malicious swarm, S’, are examined.

This can be seen in Figure 2, where S and S’
share certain attributes.

dg = Cp
Ak+1 = Cp+1

a)=Cq

Figure 2. Initial & Malicious Swarm Relationship

The common attributes are shown in union
S U S’ of the diagram are:

Ak, A1y oer A1) = {Cpy Cpg1y s Cg)

The aim of the malicious swarm, S’, is to alter
the behaviour of the swarm, S, in the most efficient
manner. This could be by the malicious swarm
utilising as many common attributes as possible in
order to affect the original swarm, or by utilising
common attributes that have the greatest effect.

Another consideration is the size of malicious
swarm that is required to alter the behaviour of the
original swarm. The ideal requirement for the
malicious swarm would be that the malicious swarm
is significantly smaller than the original swarm.

Application

Landmine Example

In the following example, the goal of a swarm is
attempting to locate, and then make safe, landmines
within a given area [37-39]. The goal of the
malicious swarm is to attempt to make the discovery
of landmines an inefficient process.

Therefore, the swarm attempting to locate the
landmines, with say 500 members, can be shown as:

S = {Sg, 51, +»Sa99}

This swarm, S, attempts to locate and make safe
landmines by conducting a search. The attributes for
the overall swarm,

(sag,saq, ..., Sa;)

Which could be: Search for landmines, make
safe landmines, undertake within a particular time
period.
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The individual swarm entities, s,, could have
the following attributes:

(aOl ai, ..., ay)

Which could be: location, current velocity,
maximum velocity, maximum communications
range, health of swarm element and power level.

As the swarm elements are mechanical, there
might be occasions when elements of the original
swarm, S, fail. Suppose 5 elements fail, this would
generate a group of failed swarm elements, SF, such
that:

SF = {sfo,sf1,-,Sfa} S

As described earlier, the failed elements sf,
will have the same attributes as s,. That is:

<a0, al, ey ay> = (bo, bl' ey by>

where a is the attribute of a normal/healthy swarm
entity and b is attribute of a failed swarm entity.

Prior research has been undertaken on the effects
of a failed swarm element [24, 28] and SF has been
included here for completeness. The remainder of
this paper will focus upon an attack by a malicious
swarm, S’.

In this example the goal of S’ is to alter the
behaviour of the swarm, S, in the most efficient
manner, such that S will either fail or reduce the
efficiency of its original goal to find and make safe
the landmines. That is, the goals of S and S’ differ in
that the goal of S is attempting to locate and make
safe landmines, whereas the goal of S’ to prevent S
from undertaking this task.

The malicious swarm, containing say 100
elements, is defined as a set of entities S’, such that:

S’ = {Slo, S’]_, ...,5,99}

where 100 malicious entities are introduced within
the malicious swarm.

In a similar fashion to the original swarm, the
malicious swarm has a number of attributes. The
attributes for a malicious swarm entity are defined by
the tuple:

(COJ C1yeeey C])

There could be common attributes between
sy and s’ , such as: location, current velocity,
maximum velocity, maximum communications

range, etc. However, the values could be different,
that is, s’, could have a greater communications
range, in order to influence S, and it might have a
greater maximum velocity, in order to be able to
infiltrate S as efficiently as possible. Certain
attributes between s, and s, will be different, S’ will
not want to detect mines but will want to prevent S
from undertaking this, therefore s’, might not care
about its power level, as it has no reason to remove
itself from the minefield.

7B1-7



Hunting Example

In some applications it is proposed that there is a
requirement for a swarm to hunt out and find a target
object over an efficient path, by using efficient
navigation and shortest paths.

In this example, the swarm, S, attempts to find a
target, T . The swarm elements, s, , utilise the
attributes distance to target and age of information
data. A malicious swarm, S’, could attempt to make
the process of locating T less efficient.

The malicious swarm elements, s',, could well
have exactly the same attributes as s, but modify the
communicated values, in order to affect the overall
efficiency of S. That is:

(ag, ay, ..., ay) = (o, €1, .uv, Cy)

However, {(cy, ¢y, ..., Cy) report false data.

Communications Example

There are proposals to utilise swarms to provide
communications bearers for external users.

Therefore, the goal of the swarm, S, would be to
provide reliable communication. The goal of the
malicious swarm, S’, is to either prevent or degrade
the communications provision. In this example, the
attributes of s’,, could be both the same as s,., such as
current velocity and location information, as well as
different attributes, such as jamming power levels.

Review of Examples

To assist in understanding, the examples are
summarised in Table 1 and Table 2, and the attributes
of the various swarm elements, as defined in section
Modelling the Swarm, are described.

Table 1. Original & Malicious Attributes

Mines Hunting Comms

S | Locate Landmines. | Find/Locate | Provision
Make Landmines Targets. Of Reliable

Safe. Comms.

S’ Hinder And Increase Disrupt,

Prevent Landmine Time To Prevent
Location. Locate And Break

Targets. Comms.
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Table 2. Typical Swarm Element Attributes

Mines Hunting Comms
(ag, | Location. Distance to Location.
a, .., Power. target. Velocity.
ay) Velocity. Age of
information.
(by, | Location. Distance to Location.
by, ...,| Power. target. Velocity.
by) Velocity. Age of
information.
(co, | Location. Random Location.
C1, .., Power. distance to 2 * Velocity.
c q) 2*Velocity. target. Jamming
Lower age of Energy
information.

As can be seen in all the examples provided, the
attributes of a healthy swarm element s, ,
(agp,ay, ...,ay), are the same as the attributes for a
failed swarm element sf,, (b, by, ..., b,). However,
the attributes for a malicious swarm element s, ,
(o, €1, -, Cq)» can be either the same, modified or
different. Thus, we can see from Table 2 how the
proposed model can be applied to a variety of
applications. This can then be used to identify
attributes that might attack S.

Conclusion

In conclusion, this paper provides a generic
model that allows the researcher to consider how a
swarm, a swarm with failed elements and a malicious
swarm can be modelled and identifies how various
swarm attributes could be manipulated to cause an
effect. The paper suggests how an external hostile
swarm, specifically with a malicious intent, could
affect an original swarm and how this could be
modelled. The aim of this paper was to propose a
generic model, to allow follow on work that would
attempt to .prove the model. However, the techniques
to develop the proofs depend upon swarms' goals and
particular  implementations. Examples include
particle physics, graph theory and Newtonian
Physics. It is beyond the scope of this paper to
propose a general mathematical proof that the swarm
will meet a goal, especially with various ways a
malicious intruder could affect an original swarm.
The authors are continuing their research, based on
this paper, by simulating various swarms with a view

to gaining an understanding, by examination of
simulation results, as to what extent a malicious
intruder can affect an original swarm. It is proposed
to then follow this work with how to detect and
mitigate such attacks.
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